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Oracle i EFI IR S5 45 & ——, Oracle W A HEHEEH P, 9300 user, DAEAERSS
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SQL Server Ik 55 #% % stk 5 .43 Windows Z6:41F &2 SQL Server 361E#F. Windows Z6iF
KK S 230 Windows FHEAE 2240 F P A SQL Server R4S 28 & s K5, 1M SQL Server 5%
WERE R IK 5 5 Windows TG0, TEMRSAE EAIER) 7 4h—Fiodarik 5

11.1.2 At

MOEBIRESE, HRRTEMRER, — M as s —Mat.
Oracle ) ffi t 70 R %dhs 22 Tl SCA G ML 5 SO, TR TS UMt d - dba.
connect. resource.
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T S 53 AIRR A ] 52 R 55 46 1 €A [ 8 250408 2 A 10 o 5 P IR 81 58 JIR 55 2% A €6 B0 45 public
F sysadmin, & F [ 2 0 12 £ 55 public A1 dbo. XFFARSS 28 fA (%, SQL Server 2012
ZRTHRA A [ e AR s a6, A 2012 RORTT 4R, F P mT DL i RS 2% £

11.1.3 WA 154

# A JE Oracle [IFRIE, Z8H)E SQL Server HIFRIFE, & %F B K] 2 SC LR A& schema.

Oracle $i4f 2 (X 5 FH P —— X2, @lintlzE T scott FH P, 2 H 3l scott
B B scott P, SR I PR M R LR T AR, R scott AR, TR
S LI BE T R, R U HE 5 RIS

SQL Server 2005 2 HIFIfRA, schema — M tBEH AR, 5 Oracle [ AR K& X
SR, BRSNS HE P e —— X R, A 2005 RRASTF4E, SQL Server EHTE X T
schema &, L IFRREIRE RIVES, TSI, Hod ORI ORI 280 .

11.1.4 SQL Server R EFRF L SR

FARFN 22 45%F G /& SQL Server [, 7E Oracle FANELE, A& (principals)# i T AR
(permissions) EAj 1] iE % 4 % 4 (securables) .
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SR B A T e AR %) ] 5 IR 55 24 ) €05 ] o 500 2 A £ o ARFESZ IRV B, AR T DA
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11.1.5 #PRMEZ

FA P B AT B e, 20 LR T A @ O BLRR

Oracle LR 20 N R GEBUR AN GAUR o« 2R GERUBR AN X T AR IR IO B8 E Xt 5, 1 A2
FRHATHRE R SQL a2 HIBR . B, 4FH P47 create session BLFRIN, AT IEH: 2 4R
B, A P A create table AUPRES, ATEIEER . X AR TR UG 0] 5040 2 N 5 Floet R, sk
B A R IR .

2005 Z R A%, SQL Server FLR 73 i A AL IR B0 RALR, xF T~ Oracle B R FEALIR
FIT RBLR . M 2005 FiRAHF 46, SQL Server 51 N T ZEMIMES:, FEAREI - MRS #8 . ol
P ZER . XS B ANEZ IR, SR E R Z e G TRER, WA A 2R T RRE R
PR, sk PR T 7 AN 2EAA 1 select APR , T 1k A P XX ANZEAE) N IR BT A 38 FL 3 select
BBR

Oracle #11 SQL Server {5 FH grant #1 revoke iy 2 73 il HAT I T A B AT HVH A PR O #4 , SQL
Server iGN T deny A4, AFAFA PR B IR 7.

£ SQL Server H, deny fiv & 4E44EL grant 4% T F P HORER, 4R 485 £ Rk 5
AT A ERR . revoke iy 7E grant 72 2 J5 AT AT DURGH B grant 7282 T H - IR
PR, revoke i & ANRUH @ IS A EURk R R AR AR, revoke @& 7E deny #ir & 2 JE AT 7] A
HOH BT deny fir S4B LA HIAUR .

11.2 APREE

L5 SQL Server #HLt, Oracle AR Z &M, AIEH P FIEEBRER.

11.2.1 fIERARF

Oracle it e BRI AR LA N @ P AR #ig . BROARASE] . BN &
A3 [A) | R4 (AL A(quota) s BEE ST, JX L P AT A4 FRAN I &0 b B2 1, oAt 1k vl ik
TR I LA & P 4

BRAR ] F P EIEEREUR 91 X RN, A ARTEE R0, WXL GAF T ™ 1
ERINR A [] 25 QI Y I R AR 8 BROAR 22 18], T EL A5 e SR A A T 58080 e A BROA R 22 1)

BRI 22 6] P ST HEFP BRI, 5 TR B Bl PGA [ TAEIX K
/Ny T2 AE TP R ER DA 2 22 T A A R P o R o A e el o 7 B P I R 2 B
it st 1 AN R DR L OAEE -V et E NN i Bl EIRE D/ € i N A6
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FeAS[RIECA: FH P S 2 2 R i e K2 (R PRl o 45 AR 4B 8 AR A R B, BRI A
0. #AHANFEECHE Y unlimited, Utk A A 7] DLUJG PR i) 4 X AN R 25 8] 5 P %
&7 1 unlimited tablespace F St A PR, WIiX AN = wT LAJG PR i) M A5 A 2cHis e b 16 i R 2 1Al

MRS A Fha s B AT A T T B ) S R S, e B BB ZE R R 7 15 08
KRR ARG R B 8 . 7 R Ta e E T E, WERIACH default, default MEZESCAFERIA
XPANBR G BT IAT A, 0 a0 S ms A 7 AR E .

H 4 create user RGLHLIR K F ol LAFRAT create user fir & GE /7, FHARIESLBR 75 Eidg
& H A&

T A BB PSR S law, RSN law:

SQL> create user law identified by law

2 default tablespace users

temporary tablespace temp
quota 100m on users
quota unlimited on test

profile default
/

A A0 law 17, HERIARZS AN users, BRIAIGHTF 250N temp, users %45 8] )
BLATy 100MB, test R 25 [AIRCATC PR, WEZSC 4 default.

F P QIR 5, PR AR FR T AH SRR it AIX AN B P B0 2 I AN e AT AT AT 4584 o

SQL Server {73 F 7 CL4E QI IR 254 5 Sk 5 RN B 22 F P PR AT 2%, B ik 5 X
5545, EH e BT 048 s B o AR R v A A P B S R A A SR K 5 mT BA Y ]
XANEE E,  AEEE 2 A nT AT B4R A e T e P T AR

S B PE testDB, #RJ5 1L testDB % sch 4244

1> create database testDB

2> go

1> use testDB

2> go

K #AEE ETFXL 2 KA "testDB",

1> create schema sch
2> go

B R 55 48 5 Sk 5, 8 create login iy 4. Ry 2B AFA “law” & Rk,
HO4 K “lawllawl”, Zibik 55 2R 250, BRINERS) testDB Hf /4 .

1> create login law with password='lawllawl', default_database=testDB
2> go

PLE A8 1 law K5 BARERIN 2242 F connect sql ARR (42 IR &5 22 AR, {Hif
AREERZ HLBEAEE, FHBIASGEE testDB PR A iS5 2 % B s 22 F P o

F2 TR, W LATE testDB Hidhs e Hh G it xf B ik 55 2% 6 K- law (550405 % FH 7 law_user,
FHEHERN G BB sch:

1> use testDB

2> go

1> create user law_user for login law with default_schema=sch
2> go

PL BB law_user 2 BRIASZ T Xt testDB 4 % 1Y) connect BLPR , B & FH 7 G g2
Jei, BIAT DA% B A B
T A1 Windows BAIE SRk S,  FFE L BRIASHE 1 BN testDB:

~NOo O W
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1> create login [LAW\dbuser] from windows with default_database=testDB
2> go

X B[ LAW\dbuser 73512 %% SQL Server [T 5L #k K Windows K5 48R, xf H
B HHE PE A P (1425 SQL Server B8 iE 6 sk ik 5 AH 7] o

BB KT BN S IAIE R A& S g, 27 ANE B A0 5 6 5 Jod Wik s, mT LU
N EEE 9 H] check_expiration 1 check_policy J& ::

1> create login logind with password='login4', check_expiration=off, check_ policy=off
2> go

11.2.2 BRARPEM

Oracle &2 /7 @ 1k K EA0 68 ' (Y create user iy 2 HCN alter user fiy 4, % & HiAth &
PEIETEAAR o
T A I law L SRR
SQL> alter user law identified by tian
2 default tablespace test
temporary tablespace templ
quota 200m on users

account lock

/

TS S AT AR P i, BRSSO E

SQL Server & 540% 5k 5 J& 1 H A create login v 220N alter login #ir4>, %8 HAthE
PEIEEAAS, SRR, BodE ER 7 B alter user 4, SRR E RS
O H5 0 2 FH A T

TN LA R 43 BSOS K-S A R R

RS SIK S law:

1> alter login law disable
2> go

FRRE RS A%, PR R

C:\>sqlcmd -U law —P lawlaw
H & 18470, & A 14, K& 1, JR$ % APPLE, % 1 47
AP 'law' BFREK. BE: ZKPFEER.

B law TK-S 42 TR law2, 145 12345678, ERIAELHE A law:

1> alter login law with name=law2, password='12345678", default_database=|aw
2> go

N PN A 53 S A SR 12 P A4 FRANER DA 2844 -

1> alter user law_user with name=|lawuser

2> go

1> alter user lawuser with default_schema=sch
2> go

o O bW

11.2.3 MERAF

Oracle {141 drop user i 2 MilFs A =, a0 5Lt P 06k B AR X A0 2 SR S 000 R R 4
M4AAT drop user 7 2B ZLF N cascade I8 .

T A A law



SQL> drop user law;
A P ek

#MER scott FH /', R scott A N & 3R, AN cascade S B - B

SQL> drop user scott;

drop user scott
*

B 14T
ORA-01922: /447 CASCADE MAMIF: 'SCOTT'

SQL> drop user scott cascade;

AP MR,

SQL Server M il 6 47 537 W 5 USCHR e i 7 T R . B 5 5320 5 £ ) dlrop
login #ir4>, I SR e FE 7 6 dlrop user dir4e. Mo 0 25 S KR P PP R R
AR

R4 I S R law:

1> drop login law
2> go

I o MR a2 R lawuserr:

1> drop user lawuser
2> go

11.2.4 APREEES

Oracle { FH dba_users ## 7 SAL I & H - @ 145 R .
AW HTE P AR

SQL> select username from dba_users;

USERNAME

AUDSYS

GSMUSER

SPAT IAL_WFS_ADMIN_USR
SPAT IAL_CSW_ADMIN_USR
APEX_PUBL I C_USER

A scott FH 7 AYERIANR 22 18] L BRI I 2 20 18] S B2 S A«

SQL> select username,

2 default_tablespace,
temporary_tablespace,
profile

from dba_users
where username='SCOTT'

/

N oo bW

USERNAME  DEFAULT_TABLESPACE = TEMPORARY_TABLESPACE PROFILE

SCOTT USERS TEMP DEFAULT

F P A 2 25 TRl R 47 AT LU A5 4) dba_ts_quotas HYH max_bytes #1433, Hrf
bytes #1 37 FH P 24 B 7R AR M. 2% 25 8] b L2848 FH i 2 T K.
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Arify scott A AR 2 ) AR A 4 i 156 P 22 18 R KD

SQL> select tablespace_name,
2 max_bytes/1024/1024 as “"quota_size (MB) ",
bytes/1024/1024 as "current_size (MB) "
from dba_ts_quotas
where username='SCOTT'

/

o O bW

TABLESPACE_NAME quota_size (MB) current_size (MB)

USERS 5 . 3125

SQL Server [ FELHE S Skik 5 A EE E R R
{8 FH system_user 4t iR 20E W 4 HT S KK S5 AR
1> print system user

2> go
law_x240\Administrator

f Y user bR BCA A 4 UK 2

1> print user
2> go
dbo

{8 sys.server_principals H sk LB &1 A k%5 24 5k ik 515 R

1> select name, type_desc, default_database_name
2> from sys. server_principals
3> where type in('S','U")

4> go

name type_desc default_database_name
sa SQL_LOGIN master
##MS_Pol icyEventProcessinglogin##  SQL_LOGIN master
##MS _Pol icyTsqlExecutionlLogin## SQL_LOGIN master
law_x240\Administrator WINDOWS _LOGIN master
NT SERVICE\SQLWriter WINDOWS_LOGIN master
NT SERVICE\Winmgmt WINDOWS_LOGIN master
NT Service\MSSQLSERVER WINDOWS_LOGIN master
NT AUTHORITY\SYSTEM WINDOWS_LOGIN master
NT SERVICE\SQLSERVERAGENT WINDOWS_LOGIN master
NT SERVICE\SQLTELEMETRY WINDOWS_LOGIN master
| aw2 SQL_LOGIN law
iml SQL_LOGIN master

Horb type_desc #1l & B K528, SQL_LOGIN 27 SQL Server 361iF J7 3 ) & ik
5, WINDOWS_LOGIN 7~ Windows %iF 77 20 8 5k K 5. where &4 (1) type %1172 H
TR RSS2 8 sk 5288, W A S\ UL G, S %7 SOQL Server %ilE, U %7~ Windows
E, G Fan{di ] Windows %:1F i) Windows H J7 4.

¥ e P45 BOA] LA i) sys.database_principals 1521

1> use law

2> go

CHHEEETLRHRA law' s

1> select name, type desc, default_schema_name

7



2> from sys. database principals

3> go

name type_desc default_schema_name
public DATABASE_ROLE NULL
dbo WINDOWS_USER dbo
guest SQL_USER guest
INFORMAT ION_SCHEMA  SQL_USER NULL
sys SQL_USER NULL
db_owner DATABASE_ROLE NULL
db_accessadmin DATABASE_ROLE NULL
db_securityadmin DATABASE_ROLE NULL
db_ddladmin DATABASE_ROLE NULL
db_backupoperator DATABASE_ROLE NULL
db_datareader DATABASE_ROLE NULL
db_datawriter DATABASE_ROLE NULL
db_denydatareader DATABASE_ROLE NULL
db_denydatawriter DATABASE_ROLE NULL

(14 472 #%h)

11.2.4 JINT BB R E N

Oracle B FE H ) sys Al system K5 F T KRG E . sys H J & R4S a8 S2 5 A BB Bk
I, system P 2 E0iE B A SR S ORI -, sys F P BR T4 system 7EEE 22 A 1) Pl
BRBRAL, AT LAPAT IR BN SC PR . R ST 55

7£ SQL Server 1, sa A1 dbo 43 5%+ T Oracle ] sys 1 system k5, FTHAT RS
HAES .

sa ik 5 /& —> SQL Server JAE G FKMKS, #IKT 1 sysadmin [l € AR 5528 /i to, FHAL
PRZEALT Oracle 17 sys FH 7, A& MR4s4s DR KIS, N T Mm%t FIz{EHF T
B IR SS 2 K S, 25 sa K5 Blonf s B iR Ag

25 sa ks, wILMEH T4

1> alter login sa disable
2> go

OB, AT R a2

1> alter login sa enable
2> go

B E ER, BN E guest 5 dbo A

TE R 2 R A 0 L ) R 45 2 8 SR K5 U ) SN B HE i, 2 4k ROz U e
guest A4 4% T AR . master &2 tempdb %4 o 1 guest P ANBESE A . model ik ¢
() guest F1 - BRUGEZE R, B LUBER FH P 20E 7 R 1 guest AP BRI R ZEF 1. S T4
EA e, WA RR TR, NAZAEH guest K5 . BdE EErh ) guest FH P ANREMIG, 1B
e ] DU R iy 230 connect AR, T FE B8 28 A ik 2125 F G H Y -

1> revoke connect from guest
2> go

ARG doo FHFY, dbo FH P AT DIOG i e AT AR AT 454 o 81 5 e 45 2 A 6
sysadmin H (& 53 BB E S A K dbo AP, FR sysadmin £ € IR R A 1)
TR ERNE T dbo 424449, SQL Server (1) dbo FH 24T Oracle 11 system FH F*. AT AT
e 2 FH PN db_owner £ i EAT 5 dbo F A A IFIFRIALSR « SQL Server £ e H 11
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db_owner #1251l T- Oracle %4 () DBA (7.
11.3 X EE

T B IR SR R, Oracle A1 SQL Server Xif 25 A0 S & BRAR A 52 £ UL o %o}
TR RGUUAE IR 75 Oracle i FHAEZE SO0 B A0 SR ms, FLis B o7 T #4E R4, SQL
Server it ¥ B B AR A SRS RS, AL SRR 4k K H Windows RS Z 41k E .

11.3.1 ZHEREREIE

7E % 60 5 42 FE J7 1, Oracle {# A verify function_11G . oral2c_verify_function
oral2c_strong_verify_function B %5 E A, X =N TE SRR, =
PR KSR () 25 A8 2 B BB 1 5, oral2c_strong_verify _function i /2 35 [ [ B ¥ 2 4t R s
P45 79 (Department of Defense Database Security Technical Implementation Guide) {1 23K

verify_function_11G ZLR41N: DKL 8 2 30 MEFF ], ARE TR, WA
Hes& oracle, abcde, welcomel, userl234 %5 . W AgE 5H P %A, ARE2H P %P %7
RIS, ANBESEH 44 B 1-100 2 (B 8. S0 ANRE 5 RS2 2 AR R, ANRE 2 ik
545 A FRHE N 1-100 2 (A8 T o i B S — AR — AN T, (RARRRES WG] S
(BP<)o BHCEIDRT, a5 EHmE R0 3 MAFTFLAF .

oral2c_verify_function ZE R % K 7 8 F| 256 N FIfF i, HMMERE
verify_function_11G #H A

oral2c_strong_verify function ZRUN R : K EELE 9 B 256 N FAF 2 8] S0 B
ZOWANKREGFEE, WAVNEFEE, AN, WAETEE R IR 4T, (HARER
RG], BCERLR, HEL S RN EDE 4 MAFEZR.

A8 R I LA B0 2 2% B2 PR BB Bl 1T, BESEHAT T I SQL A ST A1 H ok

SQL> @%0RACLE_HOME%/rdbms/admin/ut | pwdmg. sql

B 7R R I DAL, BT DAFEREEL SO T password _life_time 25 20 e # A 11
BRI E R

N Ar A A pwd_12c MEESCHE, XPESE NI T oral2c_verify_function pRi%k
PR, AR R Z T AN 4 IR, BIRF] T R VFR s AR s, AR A S BiE 30
K, EWLEARIAN 90 K, W 91 KIFh, 3 RIWNEA] LLE A s, (RO R 245
H IS ES MR IR, 3 Ka, U AUE SRR A §e 5 S5 2 .

SQL> create profile pwd_12c |imit

2 password verify function oral2c_verify function

failed login_attempts 4
password_lock_time 30
password_life_time 90

password_grace time 3

/

WA MBI A BEEE SO, N A 27 pwd_pro BEEE SR 1B T 52 A P IR )«

alter profile pwd pro |imit password verify function oral2c verify function

MEELCA W B e G, AT RAE pwd_12¢ MEEESCAEIRT48 2 7, R T i A B B
1 pwd_12¢ T scott FH /7'

~NOo O bh W

SQL> alter user scott profile pwd_12c;



A BRSSP N SR A2 SR RS, RT DAAE B L IR BN expire 16U

SQL> create user law identified by law
2 password expire
3 /

FrEOR AR N IRE R RS RS, ] DAHATWTT alter user iy 4
SQL> alter user law password expire;
B PR R R, 2 Bk H B OO i

SQL> conn law/law

ERROR:

ORA-28001: the password has expired
FK law 89S

#H o b

SQL Server ] @ 84& 4 SQL Server JGIE )5 ik S i, T4k Windows [% 0 51 1%,
TE=ANH BB A oRii| SCi A0 SRS, SR 2t B, O S, FHRAL
5 Oracle % BLIRIE AL W1 EIFTZR NTE SSMS H Al 3 6 Sk 5 X 1 HE -

jigfﬂ Twx - A%

=" -

¥ REERE

14 B g EREW: La HRD

::ﬁigﬁ (O Windows SHHISIE W)

& s (@) 3L Server B
=@ | |
WIS

BRI E AR )
V) seHlEE A ()
< R A R TR
O BT

O SRR
= [ st 3E 00

REE RAERIER =R SHER

= .
Law_x240hdnini strater

9 BEEEEE

bl
A B HERE (D master v
BHAFS 6 <EHAE> w

E11-1 HSSMS1i5 B & il 5 26 1 S s

G PR S A A SRBE N, PAT LA RO B KCBE A/ ME 4k 2K Windows 255 5 g
M EA, ROKKEN 128 MR, 75 Windows A 5 I 25 65K e/ ME B E N 0, T
SQL Server %3k 5 K1 E G AT LIS SQL Server [{] 205 57 4 PE LR 4k 7K Windows %15
MR E . B SRRk S 4, ﬁ%ﬁ@"?ﬁlﬂlﬂﬂ”ﬁ’%‘ﬂ%’l Fh: KREFEE, /N

b, B, EERHEERIE . £ Windows S50 SEE () 5 2 E B SR AL T AR FLRAS, )
SQL Server [1] ”E%%‘HE%*JTA%AZ
e o S A A SRS I, BRI R A R AR TR O S L2 B

47 e |shikd, (= “?i%ﬂfﬁﬁ%)iﬁﬂ” AR THGH . dfrp “omifil sl y]” wF, S Aa AL
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I [A] 4k 7K Windows %R Sl o i) 2 0 de Ko AT P BARR . BV “ st St 26 G SR mg ” iF, S ok
PN EGE, BLERE PR R OO S AU SRS, AR AN

DL BB WA LU A SQL fr A SEB, Wi R T dy A48 = ANME 4B S «

1> alter login law with password="iMliaiwu0' must_change,

2> check_pol icy=on,

3> check_expiration=on
4> go

check_policy X &7 5i 1] St % 65 5, check _expiration Xif S 5 il 25 A i 3, X A~ T
{5 on/off FF 5 B¢, must_change X R G I M USSR EER P2,
must_change 1T, HIJRERIF A, ek E HAE N on/off.

Windows Z 4t 1360 S v LB “ A Hh 22 A 5 mg e B, w DATE s il [RIAR 1)
TE” d¥7H, W FEFR.

Y Tt miE -0
e BfEa ZFV EEH
s | 75 XE= HE

=8 : SeipE
[ smyma s REER =
| EERERME 8
| SRS AR 0=
aTmm . | ERE % EEER
- gi;i;;;;‘:ﬁﬁ*ﬁ | ETERS 0 AR
Qi EAENEREEEE EzE
- [ iR
- [ G EEsR
-8 P e, & EHE
Y| ERSEENES

& 11-2 Windows A 1h 22 4= 5 i % B T F.

11.3.2 1 ZERY

Oracle i H] password &% alter user i 22 25H /- % f4, SQL Server {1 A alter login iy 45
SSMS I FHTH T BB USRIk -5 21

Oracle &2k [ C 28RS A] LB #404T password #ir4-, B b, SN 0%
T HEARF S, 40 scott F P & 5565 .

SQL> password

# 7% SCOTT #9 4

[laf=F

o b

TN O A

EENIE o

W] DAPRAT alter user fr B H D, 7543 H replace I8 45 H IHZ R«

SQL> alter user scott identified by Newpasswd2 replace Tiger123;
W UL system H S ECE @ A %0, WA 52225 IR 65 .
SQL> conn system/oracle

ek,
SQL> alter user scott identified by Newpasswd123;

11



SQL Server {3 ] alter login iy 215 S 21 -

1> alter login law with password='Law123456'
2> go

11.4 Oracle B PR EIE

LR, BAEHPAT IR R E AR, I IR T S @ R . B % grant any
privilege A ZUABR K F P R] A3 T SR FLAt A - B RR

11.4.1 ARG IRAXTRIIR

£ Oracle fIL'e—2L DBMS w, S8 HERR AN :

o  RGMIR

o NIRIR

FRGAURAVER X AR I B0 X B, T2 PR AT 8 258 SQL w4 BIRLRR » 54,
LA create session BUFRI, W LLERFIEHEZE, M P IA create table SRS, W]
DLANEERR, IXEeH &l 1) RFEAR

FEN KRR RGAR, (] T any 58T, HT3E IO RIAR, F create
any table BFREF, XANH o] AR A0 g 2 HAD AL, 40 law A 7 AT LG #E scott.t 26, AT
e TIEAH P . A select any table BRI, A] PAZE ) HoAth B P 3R B B (AL
FEEHE 7 ALK . #16 update any table, insert any table, delete any table ZEARES, BJ LK
ATART HoAd FH 7 2 #0047 update. insert & delete 4. #H select any dictionary #BRRT, w] LA
AT EE 7 AL, 0 doa_tables. vS$instance %5,

B — AR I R GEBUR A unlimited tablespace, Fi 4% 4% T X MAUR, o] LS ATl
KA, HAERADNARRE] . HZABRASGERR 7B public LA AR A .

X GALSRFE VS I HH B N S FoT 5, gk, AL A RS AR .

5 F R AR a0 R s

7 11-3 ERANRR

e * LK il IO
alter N, N
delete J N,
execute v
index N
insert N N,
references N
select N, N, N
update J N,

11.4.2 FrEMARZGHRAIXTRIR

i 3d A system_privilege_map HJ LURRFTAT RGBIR, T HI7REER T RGBIRE
AT 5 N RGR AR

SQL> select count (*) from system privilege map;

COUNT (*)

12



SQL> select name from system privilege map
2 where rownum<é

3 /

NAME

ALTER ANY CUBE BUILD PROGESS
SELECT ANY CUBE BUILD PROCESS
ALTER ANY MEASURE FOLDER
SELECT ANY MEASURE FOLDER
EXEMPT DDL REDACTION POLICY

5 R GERURAR, A i A 0 SRR 44 Fxe] LA H] table_privilege_map %54 7 St A0 K]

SQL> select * from table privilege map;

PRIVILEGE NAME

ALTER

AUDIT

COMMENT
DELETE

GRANT

INDEX

INSERT

LOCK

RENAME

SELECT

UPDATE
REFERENCES
EXECUTE
CREATE

READ

WRITE

ENQUEUE
DEQUEUE

UNDER

ON COMMIT REFRESH
QUERY REWRITE
DEBUG
FLASHBACK
MERGE VIEW
USE

FLASHBACK ARCHIVE

0 NON O WN = O

W NDNDNDNNNNDNDN=2 2 =2 2
O V0O ~NO M WN—_OWOWNON—-O0

Lk 26 1T

11.4.3 I FRA PR

BT H P RERBRAIS AR A ZFH grant @54,

T RGRUR ) 58 TR L

grant system_priv [, system_priv, ...] to { user | role } [, { user | role , ... } [with admin
option]

ETHEA) ) system_priv $8 RGURIAFR, ATUUH—MERIR T2 RGER,
MR 18] 32 5 bR T

user % role Fa 4% T AR I FH P 8 A ta 44 9

WSR2 T 2GR, FHhn T with admin option 3635, TUJFH /0] LAFEAS 3 H AL SR 52 7 H:

13



EH S ES .
PR AN (A S A 4 22 G scott B law A, 5 BT AN B e A ARE):

SQL> grant create session,create table
2 to scott, law

3/
7E Oracle ##fE e, FI P AT DAELHVS R N R, HZ R e P IR R, W20
AR AR -

BOAEOLTS, 7 H PR AR, ZIR A U5 ARt TR, WA
VER P Ui IR SR e 71, W ER TR . EyEmn2, HEext insert, update, references
= AACR BRI 205, an FEEXS select #AERR M 251, W LUEE 6@ 6 S8 TIAE, A5
RAZTH PRI select BUBR, AT 25200 I sleect 454 PR 2151 .

BT BRI X SRR, ATMHEA all #£50. $0AT grant all on xxx 145, 2K xxx i
B 3 SRR 32T ™, T HAT revoke all on xxx 74, AT LI xxx (9B X SAL R IR .
W AR H 7 3R Z IR AE1E references J5 &, 15 F revoke all #0733 L0 T X RALR N,
LI N cascade constraints & .

P10 GALSR 1) e BRI R

grant { object_priv [ column_list] [, object_priv [ column_list], ... ]|all }

on [ schema. ] object to { user | role } [, user | role, ... ] [ with grant option ]

T R P AR, W F i 7 with grant option 38351, Utk 7 ] DAFEAS 31 (1AL RR
BTHEHP, X5 T RKRGHERE BN with admin option 210 F7E AL E&, W%
PR PT ARG, 1T RGBRARE. R LANE TR SBR[

2T law F F7E0Ar emp 454 AR -

SQL> grant alter on scott.emp to law;

7 law HI 77 7E emp R _EAIER 5] HIBIR:

SQL> grant index on scott.emp to law;

¥ law I 51 H] dept RATEURR, BIWT LLEAMESR A dept E /151

SQL> grant references on scott.dept to law;

25 law I F &2 emp 1 sal 41 FRLR -

SQL> grant update(sal) on scott.emp to law;
ZE1) @ = AT DL A ARt G A SRR e

SQL> conn scott/tiger
ik,
SQL> grant insert on dept to law;

11.4.4 #GERA PR

O RGP RALREITEZARAL, #AEH revoke 4, N IH EARH R GAUR 1
Vi revoke ft Y2

HOH RGBURBIEVEI T -

revoke system_priv [, system_priv, ... ] from { user | role } [, { user | role, ... }]

FE R, RGMRABERIBAY, BHEd, R A TR P& TH )™ B I,
7 with admin option JET, HF B XIEMIR P2 17 C, U A M B fuEALE P i, C

14



FRIALBR P AN 2 IR o

N RS T law F P create session ARG RE, M SZIGSE R AT LA H, Wi
public f1 A 4lif create session PR, B[Ifd A law F /73874 create session AUFR, XN P #AR
A CLGER BB, AR public £ (AR R PR % R0 -

B law 71 create session J create table A% [ :

SQL> revoke create session,create table from law;
DA law FI P e il e, JEAR K AR AR IR

SQL> conn law/law
ik,

UM public £ 41 create session AR :

SQL> revoke create session from public;
H/H R o
FOHTUL law P RESER R, XN A T R R

SQL> conn law/law

ERROR:

ORA-01045: user LAW lacks CREATE SESSION privilege; logon denied
L. BARAZEEE ORACLE,

11.4.5 EAFPRINRIER

A EEE PE A F P B O RGERRME B, 7T LA A dba_sys_privs 2 7 S K,
T4 A user_sys_privs BI EAEE ) 457 FH P A I R GURUR
dba_sys_privs (51T

SQL> desc dba_sys_privs

AR REAHE? LA

GRANTEE VARCHAR?2 (128)
PRIVILEGE VARCHAR?2 (40)
ADMIN_OPT 10N VARCHAR?2 (3)
COMMON VARCHAR?2 (3)

A scott FH P R GEAL R :

SQL> select grantee,privilege
2 from dba_sys privs
3 where grantee='SCOTT'

4 /
GRANTEE PRIVILEGE
SCOTT UNLIMITED TABLESPACE

LR, 4ok 5 IHATRE A AR RAEBBRH AR BN R, WAk R N A i
RGRRW R R, nT LA W - B i A
SQL> select granted_role from dba_role_privs

2 where grantee='SCOTT'
3 /

GRANTED_ROLE

15



RESOURCE
CONNECT

B 17X s LAA, B T A P R T public £ .
AW T i RGAUR 2 dba_sys_privs, 454 BTN EEH, scott TS
ZRORR, W LA A A

SQL> select privilege

2

0 NOoN O AW

from dba_sys privs

where grantee='SCOTT'

or grantee='PUBLIC'

or

grantee in

(select granted role from dba_role privs where grantee='SCOTT")

/

PRIVILEGE

UNLIMITED TABLESPACE
CREATE SEQUENCE
CREATE TRIGGER
SET CONTAINER
CREATE CLUSTER
CREATE PROCEDURE
CREATE TYPE
CREATE SESSION
CREATE OPERATOR
CREATE TABLE
CREATE [INDEXTYPE

Zik#F 13 17,

AU 2 AN P o6 SRR dba_tab_privs, 15251 RGUBRIAL, T4
A AR RBRAE B -

SQL> select grantee, owner, table_name, privilege

2

from dba_tab_privs

3 where grantee='LAW'
4 or
5 grantee in
6 (select granted role from dba role privs where grantee='LAW')
7 /
GRANTEE OWNER TABLE_NAME PRIVILEGE
LAW SCOTT EMP SELECT

11.5 SQL Server B R ETE

SQL Server AL FRFH AN #7305 Oracle HR AKX A, K [HIAN[F] 2 AR 0 45 25 2%
FRE BRI NS R F R, RS 7 52 .

11.5.1 ZEHE2 R HEEE

M SQL Server 2005 hix A T4, Hodha 2 I AN S5 R T 2840 . 2 S 80 P T P ek
a8, Ay AL, B2 A e B 7 A .

16



BRI AR LA A
ZR I BT A BT AL RS
Xt B AT LA R (K 2R 2 T A2 )
SN SR AT AL 2Bt L R B R
2B P R DA AN BRI SR
R DA R Kt o P s T AS ISR 2 2R (R B
N EBATR LA 7RG0B3 I B A, BAmaEE . BRI, R 28k i)
TRAEX R UL A RO R 4005 B i
IR sch 4244

1> drop schema sch
2> go

UMD I ) 22 T 20 O o e P X 2
B4R, SAFKCA sch:

1> create schema sch
2> go

W sch NEHE EEH P userd (1 BRIAZEM

1> alter user user!l with default_schema=sch
2> go

iR & SRRSO P BRI JE
% t G173 & sch 2244

1> create table sch.t(a int)
2> go

PR schil:

1> create schema schi
2> go

2 sch H i t REFE A schl 2244

1> alter schema schl transfer sch.t
2> go

A A P R P AT SRR S R

1> select p.name as db_user, s.name as sch_name
2> from sys. database_principals p, sys. schemas s

3> where s.principal_id=p.principal_id

4> go

db_user sch_name

dbo dbo

dbo sch

guest guest

INFORMAT | ON_SCHEMA INFORMAT | ON_SCHEMA
Sys sys

db_owner db_owner
db_accessadmin db_accessadmin
db_securityadmin db_securityadmin
db_ddladmin db_ddladmin
db_backupoperator db_backupoperator

17



db_datareader
db_datawriter

db

denydatareader db
db_denydatawriter

db_datareader

db_datawriter
_denydatareader

db_denydatawriter

i) schl ZEt rp e & 3R

1> select name from sys. objects
2> where schema_id=schema_id ('sch1")

3> go
name

t

AU t RGEH:

1> select name, schema_name (schema_id)
2> from sys. tables
3> where name='t'

4> go
name

t

schi

11.5.2 FENRFIFE
SQL Server H1 ) JLAP = EARR AT LA R U1

7 11-4 SQL Server FEMRFIFE

FLPR 44 7k Hik
alter ARG N AT AR 22 4% G MAT alter create & drop fir 4.
connect AIIERER] SQL Server T, WIHEEE. HZ AN RIS EE, WAL

BR A F 119 4% F7 iy control sql.
control AR 2 A0 G R FL BB AR 2 R R A AR « #5722 40 S IR
A, U AR AE I 1 44 A control server.
create REfE B ER 4R € R )2 X R, 1 create table AR AT 73 7l A1 i 3%
impersonate fERE AL BEWS UL S b — > FAR G PATR € dr 2, AT execute as

2 A B P B 4% impersonate PR .

take ownership

{3240 7T LAME - alter authorization A2 N TE € 240 R 8 3
(owner), VER, #%F take ownership iy A & I K A8 2 40 R0 8 T

view fEREAZAUE 7] LA 4R 0 R R G858 X AF B (system metadata) »

select o} e AN B BB AS T Rl PN ) SR B L3R AT select 2 4F

insert X} 2 BCRR P BT ] P ) 3 B R 3R 4T insert £ 4FF

delete %o} 22 AN P B AT Rl N )R B LA T delete #4E

update o} e AN B R ASL T Rl PN ) 3R B ISR AT update 454 .

references 5 H ¥ e R SR BGE B N R AR, B G SMg i fo 1445 m b 3R 1 571
execute MAEAEIS AR B, BAAGIE I  FTA A2 IS AR 2 R B AT BUR -

1 ] &2 48 % R 5 sys.fn_builtin_permissions() AJ LLiR [5] SQL Server FIAN A J2 1K 2 4= %6 % 1)
A BUR . Al IR AN BN, a3k S HUE . default | null | empty_string(= 2 ZhAEAH [A)) Bk —
MBI R AR RIER, BT R B FTA R 2 a0 R FTA AR, 15 &R E 2 2 R w4
ST AR . A 52 object. schema. database. server.

WIEIE FH T I 2 a5 RZ IR FTE BUR :

18



1> select class_desc, permission_name
2> from sys. fn_builtin_permissions (null)

3> go

class_desc permission_name
DATABASE CREATE TABLE

DATABASE CREATE VIEW

DATABASE CREATE PROCEDURE
DATABASE CREATE FUNCTION
DATABASE EXECUTE ANY EXTERNAL SCRIPT
DATABASE CONTROL

OBJECT SELECT

O0BJECT UPDATE

OBJECT TAKE OWNERSHIP

O0BJECT CONTROL

TYPE REFERENCES

TYPE EXECUTE

TYPE VIEW DEFINITION

TYPE TAKE OWNERSHIP

TYPE CONTROL

SCHEMA SELECT

SCHEMA INSERT

SCHEMA UPDATE

SCHEMA DELETE

SERVER IMPERSONATE ANY LOGIN
SERVER SELECT ALL USER SECURABLES
SERVER ROLE TAKE OWNERSHIP

SERVER ROLE CONTROL

(230 172 #7M)

8 R G5 R % sys.fn_builtin_permissions() )2 %% #: 4 database. schema. object 25{i, A
DA W AH IR Z RN IFT A AR -
FRE RPN R R

1> select class_desc, count(permission_name) as count
2> from sys. fn_bui ltin_permissions (null)

3> group by class_desc

4> order by class_desc

5> go

class_desc count

APPLICATION ROLE
ASSEMBLY
ASYMMETRIC KEY
AVAILABILITY GROUP
CERT IF ICATE
CONTRACT

DATABASE 75
ENDPOINT

FULLTEXT CATALOG

FULLTEXT STOPLIST

LOGIN

MESSAGE TYPE

OBJECT 1

O o~ OO w

N OO~ OO O 0

19



REMOTE SERVICE BINDI
ROLE

ROUTE

SCHEMA

SEARCH PROPERTY LIST
SERVER 3
SERVER ROLE

SERVICE

SYMMETRIC KEY

TYPE

USER

XML SCHEMA COLLECTIO

—_

o OO O AM~ADMONDAMDDD

(25 f7%%7h)

11.5.3 WREEN =1 %2

T A& (principals) TR T4 FR (permissions) PA 17 1R1455 5E 24 % % (securables) .

EBRAH R H =N 24

e grant: KT FAARR.

o deny: B TR TIOBIRAS, R i B R R S gk R PIRUR .

e revoke: 7E grant A AT, HOH FARBERE T FIFSABUR, 7 deny 4 2 54
17, WZ:Bx deny i &2 AR .

Oracle R 37 #rHA1) grant A1 revoke 4.

WA EZ IR Ak S 2 R, X = AN & I RESRAL,  HfR a5 N

grant permission [ on [ class:: ] securable ] to principal with grant option

revoke permission [ on [ class:: ] securable ] from principal

deny permission [ on [ class:: ] securable ] to principal

BENSHIE T

e permission: FIZ 5 I TAUR AR

o class: LAXFHRLKA,

e securable: ZEXTRAFK.

o principal: #SZABR ) F AR (IR S5 45 5 Sk 5 BB B - A BEE) AR,

e with grantoption: FARMAZ T AR AT LA B XA AR T HE F 44

PUATIXLHRAERT, BRI LA

o PUTIBERAEM Tk — MR AH I % A0 G 8 3 BN 22 46 R4 control LR .

o ZRXMRRBMRE AR T RS A IRIN, BAL HT 5% 2 master 248 %

o TENREREAREIREBEEEZ IR, [on [ class: ] securable 17T LA

o RN GURIEMI BRI, AT AR E S ) B 5K L B EE

o EANGER. W FAEIFEERS, schema JCHEF AT LLABE .

o ZRXMGER. WL G REEN, H TS A R PAT AL A H P BRI
ZERE, AR 22 A0 G W 4R E T 8 2e i A

11.5.4 BR&EFERXHIRETR

IR 55 48 2 R IR BR T B A A 55 2 R IR A GBI A B, 2 TR SR R S A F T
JIR 55458 2 R ) 22 40 GO AE SEGIVE Bl N ME— B B, ARG A A 5, BLRIR S5 4% B A
ST R B A, HBUR R e TR S54RI A, B SQL 8 5xiik 5 B Windows
BT, T ASRESE T K R R B A
55 48 2 O AR S VE L $AT 1 I B A e B BRIk 5 . B BRI IR 55 AR R
20



M52, AdF SQL Profiler 25445
B I AR 55 4% B R AT LA ) 4 F

1> select permission_name from sys. fn_builtin_permissions ('server")
2> order by permission_name

3> go

permission_name

ADMINISTER BULK OPERATIONS
ALTER ANY AVAILABILITY GROUP
ALTER ANY CONNECTION

ALTER ANY CREDENTIAL

ALTER ANY DATABASE

ALTER ANY ENDPOINT

ALTER ANY EVENT NOTIFICATION
ALTER ANY EVENT SESSION
ALTER ANY LINKED SERVER
ALTER ANY LOGIN

ALTER ANY SERVER AUDIT

ALTER ANY SERVER ROLE

ALTER RESOURCES

ALTER SERVER STATE

ALTER SETTINGS

ALTER TRACE

AUTHENT | CATE SERVER

CONNECT ANY DATABASE

CONNECT SQL

CONTROL SERVER

CREATE ANY DATABASE

CREATE AVAILABILITY GROUP
CREATE DDL EVENT NOTIFICATION
CREATE ENDPOINT

CREATE SERVER ROLE

CREATE TRACE EVENT NOTIFICATION
EXTERNAL ACCESS ASSEMBLY
IMPERSONATE ANY LOGIN

SELECT ALL USER SECURABLES
SHUTDOWN

UNSAFE ASSEMBLY

VIEW ANY DATABASE

VIEW ANY DEFINITION

VIEW SERVER STATE

(34 47 ®+h)

T LA R R T logind B sk -5 IRk 5548 2 R A [RIALRR o

T SERARTT G T2, oM A law A&k 5 loginl. login2:
1> create database law

2> go

1> create login loginl with password='loginlloginl', default database=Iaw

2> create login login2 with password="login2login2'
3> go

TR IR 55 45 5 5 BRIN 22T T- connect sql BUBR, BRIz 31 I 25 28 AR, (HZ B
REELBIMRST A, ICZAEFLBRNEIE e A AT 5 FLS L Rl 2 s 75 U 2 i

C:\Windows\system32>sqlcmd —-U login1l —P loginlloginl —d law
Sqlemd: %%i%: Microsoft ODBC Driver 11 for SQL Server: JAF 'loginl' A FX MK, .

21



Sqlemd: 4%3%: Microsoft ODBC Driver 11 for SQL Server: A iEATH A FATiF KK EE "law",
BERRK. o

1 law Bod 22 o A 2 7 userl, XM loginl & ik 5

1> use law

2> go

W AEEETLEAA "law' .

1> create user user1 for login loginl with default_schema=sch
2> go

T loginl K53 12 2 R 55 4 AR -

1> grant connect sql to logini
2> go

A A N EEAIE A, RSN W & o R R R AR

1> grant connect sql on server::mssqlserver to logini
2> go

loginl K S BLAETT LA Sk RS54 17, B3R 2BRVERL SR law Bdf .
7 logind ik 5 61 2 K 2 A AL R -

1> grant create any database to logini
2> go

7 logind ik 5 5 P R 55 2 AOALRR -

1> grant shutdown to logini
2> go

T loginl K 5472 fill il 55 % FU AL PR -

1> grant control server to loginl
2> go

BT ARG, loginl TK-5 A1 sa k5 (IR R45t, AT LAFEAR 54 L IATARAT 484k
2% loginl k5% login2 1K 5 (1] alter ALK :

1> grant alter on login::login2 to logint
2> go

R4 logind K5 4% il Hix 55 2 A ALK :

1> deny control server to logini
2> go

T logind K542 il ik 55 4 AU AL PR -

1> revoke control server from logini
2> go

fd FH sys.server_permissions 7] LA 1) i 554 5 Sk K -5 FIRLBR(E 2.
2 if] loginl K 5 4 RS &.:

1> select suser_name (grantee principal _id) as login_name,

2> permission_name as permission,
3> class_desc as class,
4> state desc as state

5> from sys. server_permissions
6> where suser_name (grantee principal _id)="login1'

22



7> go

login_name permission class state
logini CONNECT SQL SERVER GRANT
login1 CREATE ANY DATABASE SERVER GRANT
logini SHUTDOWN SERVER GRANT
logini ALTER SERVER_PRINCIPAL GRANT

11.5.6 HIEERRXRER
SR 2525480, T LAEH sys.fn_builtin_permissions() i £ AT 6 4t 2 YR IR T BLRR «

1> select permission_name from sys. fn_builtin_permissions('database’)
2> order by permission_name
3> go

permission_name

ALTER

ALTER ANY APPLICATION ROLE
ALTER ANY ASSEMBLY

ALTER ANY ASYMMETRIGC KEY

ALTER ANY CERTIFICATE

ALTER ANY COLUMN ENCRYPTION KEY
ALTER ANY COLUMN MASTER KEY
ALTER ANY CONTRACT

CREATE TABLE

CREATE TYPE

CREATE VIEW

CREATE XML SCHEMA COLLECTION
DELETE

EXECUTE

EXECUTE ANY EXTERNAL SCRIPT
INSERT

KILL DATABASE CONNECTION
REFERENCES

SELECT

SHOWPLAN

SUBSCRIBE QUERY NOTIFICATIONS
TAKE OWNERSHIP

UNMASK

UPDATE

VIEW ANY COLUMN ENCRYPTION KEY DEFINITIO
VIEW ANY COLUMN MASTER KEY DEFINITION
VIEW DATABASE STATE

VIEW DEFINITION

(75 112 #7h)

N A2 LA A law Fitfs ZEAN userd FH P OB, T 2508 EE S ORI 7R 9 . AT R THI
LT, ARV law B E

$2F userl FH P B30 FE b A R AR «

1> use law

2> go

CHRHEEETLRHRA law' s

1> grant select to userl
2> go

AT AEARRR 44 B i T 5 B0 SR [ 48K, PR 7 2 S5

23



1> grant select on database::law to user1
2> go

2T userl i/ {# ] alter database 415 24 i 2 & 4 AR -

1> grant alter to user1
2> go

2T userl A G SR S A E AL RR «

1> grant create table, create view to useri
2> go

T userl FI T E CCHUE 2 A A5 A AL (R B «

1> grant alter any schema to user1
2> go

0 userl H PG R AR :

1> revoke create table from user1
2> go

A IO R J2 BB W] LA sys.database_permissions, iR i #ir & FTR -

1> use law
2> go
CHHIEEETLRKA law'

1> select user_name (grantee principal_id) as grantee,

2> class_desc as class

3> object_name (major_id) as object_ name,
4> permission_name,

5> state

6> from sys. database permissions
7> where user_name (grantee principal _id)="user1’
8> and class_desc='database'

9> go

grantee class object _name permission_name state
user 1 DATABASE NULL ALTER G
user 1 DATABASE NULL ALTER ANY SCHEMA G
user 1 DATABASE NULL CONNECT G
user 1 DATABASE NULL CREATE VIEW G
user 1 DATABASE NULL SELECT G

PA_E A0 45 R 4 connect BURRAZFEQIEE F ™ I ERIASR T 1.

11.5.7 ZRHEXIRREIR

2T Bl L A 2 R BORLRR RIS P e X SR A (AR O BT HR e 3R P
A7 X ZRAG AR P A G R

1> select permission_name

2> from sys. fn_bui ltin_permissions (' schema')
3> go

permission_name

SELECT
INSERT
UPDATE
DELETE

24



REFERENCES

EXECUTE

CREATE SEQUENCE
VIEW CHANGE TRACKING
VIEW DEFINITION
ALTER

TAKE OWNERSHIP
CONTROL

(12 1T # M)

B 2 R IR 5 P PR 5 5 2 2 R PR AR AL, R, 3% B A PR 2 FE 280 P %% Fh e 4
S HIALR . Ul select, insert, update, delete &% 484 P 3R BN EBAT AR, DML i 4
PR, alter 2 5 L4 N ) 84 Fl 22 4 % R $0AT create. drop. alter #ir 4 FIRLER, control J2& %} 42
R IR, RIS A4 AT AT AR A

ZRHA JZ IR AL PR A2 A o BEAE B3R AR AR, 432 T BRI 2844 2 I AL PR IS, 248 BHALU R 44
FRUL R BRI A48, BER JZ IR IR A4 PR F LR TR AR

permission!/, permission2, ...] on schema::schema_name

Hrr, permissionl. permission2 FJ-#57E £ MUMRAFR, schema Jet 7 T FREXT &
A, schema_name F T8 @ ZE 2 FK .

AT LA 167 B3~ 48] >R 150 B dn e 432 3 AR B4 2 IR R AR o

%7 userl F P4t sch 224411 alter £ update AR :

1> grant alter,update on schema::sch to user1
2> go

$2¥ userl FH J' %t schl ZE44 1K) select AP :

1> grant select on schema::sch1 to userl
2> go

B BRI BLUR . #K SR8 sys.database_permissions H A1 K :

1> select user_name (grantee principal _id) as grantee,

2> class_desc as class

3> schema_name (major_id) as schema_name,
4> permission_name as permission,

5> state

6> from sys. database _permissions
7> where user_name (grantee_principal_id)="user1’
8> and class_desc='schema'

9> go

grantee class schema_name permission state
user1 SCHEMA sch ALTER G
user1 SCHEMA sch UPDATE G

I T i A R SR = U KL -

1> revoke alter,update on schema::sch from useri
2> go

11.5.8 XRIPR

X AR A 0o SR 1A ) 48 e 0 P o R BT 25 A RO AL
FITA B AR AT LA 0 F
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1> select permission_name
2> from sys. fn_builtin_permissions('object')
3> go

permission_name

SELECT

UPDATE
REFERENCES
INSERT

DELETE

EXECUTE

RECE IVE

VIEW CHANGE TRACKING
VIEW DEFINITION
ALTER

TAKE OWNERSHIP
CONTROL

27 B X GRS A SR BT AE BB AN R SR AT AL & F P B BRASE R, I
S P IV TS

1> grant select, insert on schl.t to user1
2> go

T LABR N 22 2% B (2R (R object), 1R A AN iEEIE .

1> grant select, insert on object::schl.t to user1
2> go

RIALPR AT CLRR S 2052, Wi iy 24% T userl A/~ Xt t £ a %1 [1) update IR :

1> grant update(a) on schl.t to user1
2> go

T MBI PRI RAURAE ., ATEAHAT T I & i

1> select user_name (grantee principal _id) as grantee,

2> class_desc as class

3> object_name (major_id) as object_name,
4> permission_name as permission

5> state

6> from sys. database permissions
7> where user_name (grantee_principal_id)="user1’
8> and class_desc='object _or_column’

9> go

grantee class object _name permission state
user1 OBJECT_OR_COLUMN t INSERT G
user1 OBJECT_OR_COLUMN t SELECT G
user1 OBJECT_OR_COLUMN t UPDATE G

revoke & deny i FIAE I U5E S HAMBUIRARL, X EANEEEIR .

11.5.9 BSmIHEERAFESHNRER

Al LMEH RGeek %L sys.fn_my_permissions() 2 i) 24 /i FH 3R € 22 0 RIBURE &,
RS, FREREZENRAIRCEE 1 NS R Z N FRRUEE 2 NS5), sG]
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) AT 0 schl ZEA i t R B R AEAL IR -

GC:\ Windows\system32>sqlemd -Y 15 -U loginl -P loginllogini
1> print db_name

2> go

1> print db_name ()

2> go

| aw

1> print user

2> go

user1

1> select * from sys.fn_my permissions('sch1.t', 'object"')
2> go

entity_name subentity_name permission_name

SELECT
INSERT
ALTER

SELECT
UPDATE

schi.
schi.
schi.
schi.
schi.

A+ oo+ ot

# o)

5 17

AU 2 FT R O schl ZE A4 AL R -

1> select * from sys.fn_my permissions ('sch1', 'schema')

—~

2> go

entity_name subentity_name permission_name
sch1 SELECT

schi CREATE SEQUENGCE
sch1 ALTER

B i #h)

DL AR 45 SR R ) create sequence il alter AFR A2 K Xt userl 4% F 7 #5042 1) alter ALFR
[T 1.
) AT P P 08 R IR R (B e A PR AT LA I, 48 2 A28 ) -

1> select entity name, permission_name

2> from sys. fn_my_permissions (‘null', 'database")

3> go

entity_name permission_name

database CREATE TABLE

database CREATE VIEW

database CREATE PROCEDURE

database CREATE FUNCTION

database CREATE RULE

database CREATE DEFAULT

database CREATE TYPE

database CREATE ASSEMBLY

database ALTER ANY CONTRACT
database ALTER ANY SERVICE

database ALTER ANY REMOTE SERVICE BINDI
database ALTER ANY ROUTE

database ALTER ANY FULLTEXT CATALOG
database ALTER ANY SYMMETRIC KEY
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database ALTER ANY ASYMMETRIC KEY

database ALTER ANY CERTIF ICATE

database SELECT

database ALTER ANY DATABASE DDL TRIGGER
database ALTER ANY DATABASE EVENT NOTIF
database ALTER ANY DATABASE AUDIT
database ALTER ANY DATABASE EVENT SESSI
database VIEW ANY COLUMN ENCRYPTION KEY
database VIEW ANY COLUMN MASTER KEY DEF
database ALTER

(52 fr%7h)

PAEAUR, 280 o) Bodf 2 4% T alter BUR (A48 710, #74i alter BUFR -

C:\Windows\system32>sqlcmd —d |aw
1> revoke alter from user1

2> go

1> exit

YU R BR A T

C:\Windows\system32>sqlcmd -Y20 -Ulogin1 -Ploginllogini
1> select entity name, permission_name

2> from sys. fn_my_permissions (‘null', 'database")
3> go

entity_name permission_name

database CONNECT

database SELECT

database VIEW ANY COLUMN ENCR
database VIEW ANY COLUMN MAST

(4 frg#h)

11.6 B&

T LA VE R BRI A 1A, O 1 7 BB AE B, W] DA — 283 PR $% 48 € M

SRIG B A R TAHSCH P, XS Ptk T A P IRUR . B R R 2 ) B — e

R AT BLBIEE € At . A EARE 5 H P AR K.

11.6.1 MEAE

Oracle ¥ 1% F 7 & f 2045 public. dba. resource J¢ connect. dba 4% 1
system F ' (I FT A ALRR
RN ZE ] P #RF T public ffh, B BR GIASRELE B JE o BRI AN M 1, GE

ANBESR T a4 public £ €8 . #0457 8140 & dba_roles 1 session_roles AL A (145 B .

PAT I H), AT LAFE] connect A1 resource ff 4 fL A I ALIR -

SQL> select grantee,privilege
2 from dba_sys privs
3 where grantee in('CONNECT', 'RESOURCE")
4 order by grantee
5 /

GRANTEE PRIVILEGE
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CONNECT CREATE SESSION
CONNECT SET CONTAINER
RESOURCE CREATE TYPE
RESOURCE CREATE TABLE
RESOURCE CREATE CLUSTER
RESOURCE CREATE OPERATOR
RESOURCE CREATE INDEXTYPE
RESOURCE CREATE SEQUENCE
RESOURCE CREATE TRIGGER
RESOURCE CREATE PROCEDURE

ek #E 10 17,

F71E Oracle 11g f AT AT LL_E251, resource f f[ARE T~ P E 8 FELIR, {HIT resource
AT, BT AL 8 MR, HSZiE2SFaS T unlimited tablespace £FR. M 12¢
WA FFUG, W F P resource £ €L, ANFEALE unlimited tablespace UK -

SQL Server £4F i 55 25 AR 22 PR AN 20 A, FLTIE IR 5 48 AR CRn T B 55000 PR A 2
AR ERAS BB, (E B 5 SCRS FR AR 9] e e 55 s AR E 0[] e 508 P2 A 2

T[] 52 AR 55 2% A (VB G DL 8 Fifre

1> select name

2> from sys. server_principals

3> where type='R' and is_fixed_role=1
4> go

name

sysadmin
secur ityadmin
serveradmin
setupadmin
processadmin
diskadmin
dbcreator
bulkadmin

(8 T #h)

JITAT I 5 ot e At B A B 9 A

1> select name

2> from sys. database principals

3> where type='R' and is_fixed_role=1
4> go

name

db_owner
db_accessadmin
db_securityadmin
db_ddladmin
db_backupoperator
db_datareader
db_datawriter
db_denydatareader
db_denydatawriter

9 7 #h)
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11.6.2 S| KEMRAE
Oracle B & AR F L1 5 253 7

create role role_name

drop role role_name

Xf A CAR T AN AR 8128 205 F P AR )

grant privl [, priv2, priv3, ...] torole_name

revoke privl [, priv2, priv3, ...] from role_name

X B R P 4T AR 10 50 F P 4R T B AR B AR (R«

grant role_name to user_name

revoke role_name from user_name

A4 B T A role_conn_sel_emp, FFXF R T connect TiE £ €4 ) emp K1 £
FLBR -

SQL> create role role_conn_sel_emp;

e,

SQL> grant connect to role_conn_sel_emp;

AR

SQL> grant select on scott.emp to role_conn_sel_emp;
AR

B % userl A/, X HAZ T role_conn_sel_emp ffi ff.:

SQL> create user user1 identified by useri;
AP esl i,
SQL> grant role_conn_sel_emp to useri;

AR
A P S H @ ff s EOrT LU dba_role privs, Q07T userl FH AR T

SQL> select grantee, granted_role
2 from dba_role privs
3 where grantee='USER1'

4/
GRANTEE GRANTED_ROLE
USER1 ROLE_CONN_SEL_EMP

A A OB T I R GRS RAUR ) 7772 5 @ H Al R, RIfEH] dba_sys_privs
F1 dba_tab_privs, X FEAHEIR.

SQL Server 2012 JF46 3245 Hl 7 5 SUIRSS & o, BTN R AR 55 4% A E BRI ENE 23 0 N -

create server role role_name

drop server role role_name

SQL Server £ 2 I BRECHE 72 A L RTEVE S Oracle #HH, 43500

create role role_name

drop role role_name

X PSR A CAR T RIS AL SR 1872 205 F P AR D

grant privl [, priv2, priv3, ...] torole_name

revoke privl [, priv2, priv3, ...] from role_name

X SRR 545 T BRI IR 5% s A EU R R TR TR

alter server role role_name add/drop member login_name
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X HHRE 2 P 45T BRI R A A R R R A

alter role role_name add/drop member user_name

v A 1) A SRR S B R A P IS €, O T Oracle 6675 — 3K
FRATVHAR TR I 0] 3k B 122 FH - 4% 7 SR #A £

N AT A A TR A role_connect, A1 IR S5 A8 AT AT EHE 2 AR 2 T )tk
o

1> use master

2> go

T AEEETX2KA "master”s

1> create server role role_connect

2> go

1> grant connect sql, connect any database to role_connect
2> go

SRRt T K S logind:

1> alter server role role _connect add member login1
2> go

N A4 sysadmin B 5E JR 55 #0875 K S logind:

1> alter server role sysadmin add member logini
2> go

T A A S 51 logind K5 1 role_connect ff

1> alter server role role_connect drop member login1
2> go

WG K5 RS A 5 5, ATLAER sys.server_role_members.
HHT role_connect ffi (44% T & %K 5 loginl:

1> alter server role role_connect add member logini
2> go

i) IR 4528 £ 4 role_connect frY % 2K 5

1> select suser_name(role principal_id) as role_name,
2> suser_name (member_principal_id) as login_name

3> from sys. server_role_members

4> where suser_name(role principal_id)='role_connect’

5> go
role_name login_name
role_connect login1

TEERFARINES, LA WS RIK S loginl FTJ& i 1

1> select suser_name (member principal id) as login_name,
2> suser_name(role principal_id) as role_name

3> from sys. server_role_members

4> where suser_name (member principal_id)="'login1'

5> go

login_name role_name
login1 sysadmin
logini role_connect
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FRRE AR, BIAT DU R & A i AT IR 55 a8 A 0 R LA Rk S A4S R
SQL Server 61 2 54 g £ 1015 5 Oracle #H [8], T 1 #ir 26/ @ 4045 22 #7 {4 role_del_t,
A t L1 delete AL PRFZ T bk £ (4

1> use law

2> go

1> create role role_del_t

2> go

1> grant delete on t to role_del_t
2> go

SRIGHE role_del_t f 4% T userl -

1> alter role role_del_t add member user1
2> go

N A A RS 51 userd B role_del_t A

1> use law

2> go

o IEE ETLRKA "law",

1> alter role role_del_t drop member user1
2> go

B AR MO R G R, 7 LUME A sys.database_role_members H s AL
T A A 2 role_del _t A€ B RT A R A (B 2 FiTVE BT role_del _t AT
userl F ).

1> select user_name(role_principal_id) as role_name,
2> user_name (member_principal_id) as user_name

3> from sys. database_role_members

4> where user_name (role_principal_id)="role_del_t'

5> go
role_name user_name
role del t user1

O W) 251420 where user_name(member_principal_id)='user1’', "] PA#5if) userl /7
I 1 £

1> select user_name (member principal_id) as user_name,
2> user_name (role_principal_id) as role_name

3> from sys. database _role_members

4> where user_name (member_principal_id)="user1"

5> go
user_name role_name
user1 role_del _t

LRRAEW A, RIS CLEW AT Bl e S LR P A

11.7 SQL Server Z2ERHJLNZRE 0@

FE 2 A BT T, SQL Server (45, MEHZ, ALMEHEEE I ORI tARN H
EARUL T, AT LA SR IE FOME & T A, DL iR
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11.7.1 revoke 5 deny

dmyﬁAﬁ%LtgWW$Aﬁ$%F%ﬂ@%&@tﬁé&ﬁ&%%%éﬂ@

revoke iy 2 1E grant iy 2 Z 5 AT AT ARGH @ grant dr44% T FH P BIRLR , revoke 74
FEANSH ad sk A €8 B R kAR IR

revoke i 2 17E deny 74 JE AT T LARLES deny i & FE 48R -

T I S I ARG UE TS

B R 2 K S login_rd, BRANEE 224 law, 75 law $diE 4 Fh 1) gtk B 5 user_rd,
FEa A t:

C:\Windows\system32>sqlcmd

1> create login login_rd with password='login_rdlogin_rd', default_database=|aw

2> go

1> use law

2> go

CHHAEEETLRHA "law",

1> create user user_rd for login login_rd

2> go

1> create table t(a int)

2> go

QUMM T, JEXTHIR T t R E R :

1> create role role_rd

2> go

1> grant select on t to role_rd
2> go

T AR EE P user_rd FOALRRAS AL, B — M FA#EIEFE check_permission 34
AT RLRIGAE AT 55 -

1> create proc check_permission

2> as

3> select user_name (grantee principal_id) as grantee,
4> ob ject_name (major_id) as object_name,

5> permission_name as permission,

6> state

7> from sys. database permissions

8> where user_name (grantee principal id)="'user_rd'
9> and class_desc='object_or_column'

10> go

i A EHER R, FTRUIFHRISIEE RS 1) JeLUE B0 S IER A law Hdfe /% «

C:\Windows\system32>sqlcmd -Y 11
1> use law

2> go

W ABE LTI RAA "law

1> print user

2> go

dbo

X user_rd PR T t RIGVEWAR, 2A)5 AT revoke 74, AT LUK I Z AL PR #54i
A
1> grant select on t to user_rd

2> go
1> check_permission
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2> go
grantee object_name permission state

user_rd t SELECT G

(1 472 %57R)
1> revoke select on t from user_rd

2> go

1> check_permission

2> go

grantee object_name permission state

(0 17 #h)

XF user_rd F 7 t RETE AR AT deny @74, SR 5 AT revoke v 4>, A LA I deny
IR R AR T -

1> deny select on t to user_rd

2> go

1> check_permission

2> go

grantee object_name permission state
user_rd t SELECT D

(A g #h)
1> revoke select on t from user_rd

2> go

1> check_permission

2> go

grantee object_name permission state

(0 f7# M)

%} user_rd 1 $%F role_rd £ €0 K 4% t 1) select BLFR :

C:\Windows\system32>sqlcmd —-Y11 —dlaw

1> sp_addrolemember 'role rd', 'user_rd'
2> go

1> grant select on t to user_rd

2> go

1> check_permission

2> go

grantee object _name permission state
user_rd t SELECT G

0 ATz #R)

XFF t 1 select FLRAT deny x4 5, BT LUK user_rd P 8 B t RAIBUR T -

1> deny select on t to user_rd

2> go

1> check_permission

2> go

grantee object_name permission state
user_rd t SELECT D
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IS0
1> exit

C:\Windows\system32>sqlemd -Y 11 -d law -U login_rd -P login_rdlogin_rd
1> select * from dbo. t

2> go

W8 229, BB 14, KE 5, IRFHHE LAN X240, F 1 4T

BT IR "t (FAEE law', M 'dbo') #9 SELECT AX[&.

FRIAT revoke #r4>, user_rd F A role_rd M b AR, ATXF t RA:

C:\Windows\system32>sqlemd -Y 11 -d law
1> revoke select on t from user_rd

2> go

1> check_permission

2> go

grantee object _name permission state

0 &)
1> exit

C:\Windows\system32>sqlcmd —-Y11 —dlaw -Ulogin_rd —Plogin_rdlogin_rd
1> select * from dbo. t
2> go

11.7.2 2R HIEE(owner)

J& Xt H 22 4t G 5 A B AT #ERLRR ,  alter authorization iy 4 7] 2038 22 456 R 8 .

KT AW RIEEA LR IS8

o ERHEEEMERIAE TR A X AN EE R S A e R K

o ZERIMIERINE R AN X AN AR I R P

o X TRBANEILE T2 Z RN I 22 4 ok, HE E BN AT R 2 R
TS 2 1) X 5o G 08 22 FH 5 an 2D sys.objects H SRR, X LLXF GO0 B
i) principal_id ZIF{EA null,

o XFTZEMIZIRAN R AN, WHE ] alter authorization 4 ek 4s 7 HJE &,
TR ) sys.objects H A&, Hoxk N ) principal_id 51 0 Y2028 G B g = id 4w 5
AN 9 null

DA LA 7~ 18] 150 B A o] #5960 22 450 RV 8 3

A law HdE E I JE

1> select name as db_name, suser_sname (owner_sid) as db_owner
2> from sys. databases
3> where name='law'

4> go

db_name db_owner

|aw law_x240\Administrator
i) sch 4444 (1) = -
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1> select name as sch_name, user_name(principal_id) as owner_name
2> from sys. schemas
3> where name='sch1'

4> go
sch_name owner_name
schi dbo

A schl 224 Hh i) t KA JE 3=

1> alter authorization on schl.t to user1

2> go

1> select name as table_name, user_name(principal_id) as table_owner
2> from sys. tables

3> where name='t'

4> and schema_name (schema_id)="sch1’

5> go
table_name table_owner
t useri

W] t FARMATIL alter authorization 774>, T b i (A 1) 45 SR 28

11.7.3 ZEXHRAY control R

24X R control PR 5 HL i Sx b 22 Aot A RLIRA [, BIVRT DU A N 22 406 Btk
(ERERIE (B

11.7.4 control server f{pR5 sysadmin fRSs5/A &

control server AR5 sysadmin itk 2 IALBRARE],  #8AT DAFEAT AT 504 22 vh AT AR
Pl HIERA— X5, sysadmin £ 8 5 7E SO 22 v (K BRIA 444 dbo, fi B4 control
server A PR 1) 6 S 5 7 2508 B HR AN A7 AE BRIA 224

H.2% control server AR 15 sk ik 5 7E R 2 v BN G, AR e 20, B IA 2=l
#5565 A BRAH R () 2R S L BRI B4

11.7.5 ZE&XR A take ownership PR

BB FEAZ X R a B8 A user2, 74— user3 H P E @i $hAT alter authorization
AN a g, WESEHAT NI AN RAE:

¥ user3 i user2 f¥] impersonate £ .

We P2 T user3 X} a ) take ownership KR .

T PARAE sch ZEA4 1 J& 3 515 ] take ownership (%, sch 2244 (1) )& 3 /2 user2,
FONH B S 50N login2, user3 Xt B )& stk 5 4 login3:

L user2 5% dbo ZEFEEARE FERAT N I ERAE

1> grant impersonate on user::user2 to user3

2> go

1> grant take ownership on schema::sch to user3
2> go

SR LA user3 IEBHPE A, $HAT alter authorization #1%

C:\>sqlemd -U login3 —P login33
1> use law
2> go
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CHHEEETLERA law' s
1> alter authorization on schema::sch to user3
2> go

2t FiRERERS, user3 iy sch B E T »
—ANFH PR T AN 240 5 1) take ownership BUR S, 3R SO IX AN 2240 B 1B 3,
A& LEIX AN P EH 38 G R 8 2 B N IX N 2 a0 R g .
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